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Abstract

In the digital age, authentication is essential for accessing the web and mobile platforms, yet many mechanisms
still overlook the accessibility challenges faced by people with disabilities. In this work, a systematic literature
review was conducted, considering studies published between 2014 and the first quarter of 2025. To this effect,
the Kitchenham guidelines were followed. An automated search strategy was implemented to identify relevant
studies addressing authentication mechanisms, accessibility, and disability. The data extraction process was
systematically guided by six research questions. The findings were synthesized through a narrative approach
in order to facilitate their organization and interpretation. A total of 50 studies was selected, addressing diverse
authentication methods, accessibility considerations, disability types, and system contexts (web and mobile). The
literature shows a predominant focus on visual impairments and usability aspects, while other types of disability
remain underrepresented. Passwords and PINs continue to be the most widely used mechanisms, although there is
a growing adoption of biometric alternatives. The limitations are mainly related to user capabilities, system design,
and process complexity. These results highlight the need to design and evaluate more inclusive authentication
solutions, ensuring accessibility validation with representative user groups.

Keywords: authentication, accessible authentication, accessibility, disability, web systems, mobile applications,
assistive technology
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Resumen

En la era digital, la autenticacidn es esencial para acceder a la web y a las plataformas méviles. Sin embargo, muchos
mecanismos aln pasan por alto los desafios de accesibilidad que enfrentan las personas con discapacidad. En este
trabajo se realizé una revision sistemdtica de la literatura, considerando estudios publicados entre 2014 y el primer
trimestre de 2025. Para ello, se siguieron las directrices de Kitchenham. Se implementé una estrategia de bdsqueda
automatizada para identificar estudios relevantes que abordan mecanismos de autenticacion, accesibilidad y
discapacidad. El proceso de extraccién de datos fue guiado de manera sistematica por seis preguntas de investigacion.
Los hallazgos se sintetizaron mediante un enfoque narrativo para facilitar su organizacién e interpretacién. Se
selecciond un total de 50 estudios, que abordan diversos métodos de autenticacién, consideraciones de accesibilidad,
tipos de discapacidad y contextos de sistema (web y movil). La literatura muestra un enfoque predominante en
las discapacidades visuales y en aspectos de usabilidad, mientras que otros tipos de discapacidad permanecen
subrepresentados. Las contrasefas y los PIN contintian siendo los mecanismos mas utilizados, aunque se observa una
adopcion creciente de alternativas biométricas. Las limitaciones se relacionan principalmente con las capacidades
de los usuarios, el disefo del sistema y la complejidad de los procesos. Estos resultados ponen de relieve la necesidad
de disefar y evaluar soluciones de autenticacién mas inclusivas, garantizando la validacion de la accesibilidad con
grupos de usuarios representativos.

Palabras clave: autenticacion, autenticacion accesible, accesibilidad, discapacidad, sistemas web, aplicaciones
moviles, tecnologia de asistencia

Resumo

Na era digital, a autenticagao é essencial para acessar a web e as plataformas méveis. No entanto, muitos mecanismos
ainda negligenciam os desafios de acessibilidade enfrentados por pessoas com deficiéncia. Neste trabalho realizou-
se uma revisdo sistemdtica da literatura, considerando estudos publicados entre 2014 e o primeiro trimestre de 2025.
Para isso, seguiram-se as diretrizes de Kitchenham. Implementou-se uma estratégia de busca automatizada para
identificar estudos relevantes que abordam mecanismos de autenticagdo, acessibilidade e deficiéncia. O processo
de extragdo de dados foi sistematicamente orientado por seis questoes de pesquisa. Os achados foram sintetizados
por meio de uma abordagem narrativa, a fim de facilitar sua organizagdo e interpretacao. Um total de 50 estudos foi
selecionado, abordando diversos métodos de autenticagdo, consideragoes de acessibilidade, tipos de deficiéncia e
contextos de sistema (web e mével). A literatura mostra um foco predominante em deficiéncias visuais e em aspectos
de usabilidade, enquanto outros tipos de deficiéncia permanecem sub-representados. Senhas e PINs continuam
sendo os mecanismos mais utilizados, embora haja uma adogao crescente de alternativas biométricas. As limitagdes
estdo principalmente relacionadas as capacidades dos usudrios, ao desenho do sistema e a complexidade dos
processos. Esses resultados evidenciam a necessidade de projetar e avaliar solugdes de autenticagao mais inclusivas,
garantindo a validagao da acessibilidade com grupos de usudrios representativos.

Palavras-chaves: autenticagdo, autenticagdo acessivel, acessibilidade, deficiéncia, sistemas web, aplicagcbes moveis,
tecnologia assistiva

Revista Cientifica ® ISSN 0124-2253 o e-ISSN 2344-8350 ¢ Enero-Abril 2026 ¢ Bogotd-Colombia © N. 53(1) ¢ 24611 ® pp. 1-23
[2]



Accessible Authentication Mechanisms in Web and Mobile Systems for  People with Disabilities: A Systematic Literature Review

GonzALEz-Lopez, C., DE LA CRUz-MORENO, P. H., PEREZ-ARRIAGA, J. C. Y SANCHEZ-GARCIA, A. J.

INTRODUCTION

Authentication mechanisms play a critical role in ensuring security and privacy on digital platforms,
especially in areas such as healthcare, e-banking, and government services (Rashid et al., 2021). As these
services become increasingly integrated into daily life, their accessibility for people with disabilities remains
a significant concern. According to national data, in Mexico, more than 11 million people aged 15 and older
live with some form of disability INEGI, 2020). Likewise, the World Health Organization reported that, in
2021, an estimated 1.3 billion people, representing 16% of the global population, were living with a disability
(World Health Organization & World Bank, 2022), highlighting the importance of inclusive design. Although
prior research has addressed usability and accessibility in web and mobile systems, few studies specifically
focus on how authentication mechanisms support users with different types of disabilities (Andrew et al.
2020). This gap may result in ineffective access, usability issues, or even security vulnerabilities.

This paper presents a systematic literature review (SLR) on accessible authentication mechanisms in
web and mobile systems. Our objective is to identify their characteristics, limitations, and key accessibility
and security-related factors. For software engineering, these insights are particularly valuable, as they
provide practitioners with evidence-based guidance on how to design authentication mechanisms that
balance usability, accessibility, and security. By integrating such practices into the development lifecycle,
engineers can not only enhance compliance with accessibility standards but also improve the overall
quality and inclusiveness of software systems, making them more robust and user centered.

RELATED WORK

Research on accessibility and authentication shows that most efforts have concentrated on visual
impairments, with limited attention to other disabilities. For blind or low-vision users, reliance on screen
readers and magnifiers introduces vulnerabilities such as shoulder surfing or auditory eavesdropping
(Andrew et al., 2020). Biometric methods, particularly fingerprint authentication, have been highlighted
as more secure and accessible alternatives. For people with hearing impairments, authentication systems
based on audio instructions create barriers, while, for those with cognitive disabilities, complex passwords
are particularly challenging. Studies suggest that mnemonic or image-based schemes, as well as strategies
that reduce memory load, can improve usability. Users with motor impairments also face difficulties with
touch-based systems, although gesture-based and voice recognition approaches have shown promise
(Andrew et al., 2020). Additional findings reveal that many mobile users rely on personal information for
passwords, which compromises security. While fingerprint recognition stands out as inclusive, methods
such as iris or retina scans remain inaccessible for blind users (Faustino & Girouard, 2018).

Finally, recent work (Furnell et al., 2022) explores accessible authentication within the three-factor
paradigm, stressing the need to design mechanisms inclusively from the outset. Persistent challenges
include the scarcity of usability evaluations, the limited representativeness of the study samples, and the
need to address diverse user requirements.

METHODOLOGY

The methodology followed for this SLR was based on the guidelines proposed in (Kitchenham et al., 2015),
which define three main stages: planning, conducting, and reporting. During the conducting stage, a
search strategy based on the quasi-gold standard approach (Zhang et al., 2011) was applied, along with the
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snowballing procedures described in Wohlin (2014). The reporting stage employed a narrative synthesis to
organize and present the findings, as recommended in Popay et al. (2006).

Planning

Research questions. To conduct this study, five research questions (RQs) were defined. These questions served
as a guide to extract key aspects regarding the most used authentication methods for people with disabilities.

RQ1: What is the most addressed type of disability when implementing accessible authentication
mechanisms in web and mobile systems?

RQ2: How does the literature evaluate the accessibility of authentication mechanisms?

RQ2.1: What are the characteristics of the population with disabilities used to validate accessible
authentication mechanisms?

RQ3: What are the limitations of implementing the accessible authentication mechanisms identified in
the literature?

RQ4: Which accessible authentication mechanisms are reported in the literature for each type of system
(web or mobile)?

RQ5: Which domains are most frequently addressed when implementing accessible authentication
mechanisms?

Search process

The search strategy followed the manual process proposed by Zhang et al. (2011). The initial exploration
was conducted in the ACM Digital Library, IEEE Xplore, and ScienceDirect, focusing on studies addressing
authentication mechanisms (e.g., passwords, 2FA, biometrics), accessibility barriers for people with
disabilities (visual, auditory, motor, or cognitive), and inclusive design or assistive technologies. From this
manual search, several relevant studies were obtained from each data source:

ACM Digital Library: 11 studies
IEEE Xplore: 14 studies
ScienceDirect: six studies

To improve retrieval performance, a customized search string was created for each database, enabling
the exploration of different information retrieval strategies. During the manual search, we identified that
articles retrieved through certain terms such as blockchain, machine learning, Arduino, or VR (virtual
reality) were outside the scope of this study. Therefore, these terms were excluded via the NOT operator, in
order to ensure that the retrieved papers remained within the research domain, focused on accessible and
user-centered authentication mechanisms. The search strings are presented below:

ACM Digital Library: "authentication” AND "accessibility" AND ("disability" OR "impairments" OR
"blind" OR "low vision" OR "deaf" OR "hard of hearing”" OR "partially sighted") AND ("web" OR
"mobile") AND NOT ("cloud computing" OR "machine learning" OR "blockchain" OR "arduino" OR
"esp32" OR "VR")

Recall: 81.82%; Effort: 5.59%.
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IEEE Xplore: "auth*" AND "accessib*" AND ("disab*" OR "impairments" OR "blind" OR "low vision"
OR "deaf" OR "hard of hearing” OR "partially sighted" OR "visually impaired" OR "older adults") AND
NOT ("game" OR "ai" OR "blockchain" OR "framework")

Recall: 85.71%,; Effort: 9.45%.

ScienceDirect: Given the high volume of results and limited filtering options, custom scripts were used
to automate reference extraction, convert records to a spreadsheet, and filter out irrelevant articles. After
this process, the adjusted search string applied was authentication AND ("impaired" OR "Impairment"
OR "disabled" OR "disability" OR "elderly" OR "captcha") AND ("accessibility" OR "usability")

Recall: 100%; Effort: 0.22%.

In the Taylor & Francis Online, Wiley Online Library, and SpringerLink data sources, fewer than five
relevant studies were retrieved, in comparison with those identified through the manual search used to
build the quasi-gold standard (Zhang et al., 2011).

Conducting

The identification and selection of relevant articles followed the methodology proposed by Kitchenham et
al. (2015). Four phases were defined, each with specific inclusion and exclusion criteria.

— Phase 1. The inclusion criteria required studies to be published in English between 2014 and the first
quarter of 2025, while the exclusion criteria filtered out only abstracts, technical reports, presentation
slides, or book chapters.

— Phase 2. The exclusion criteria removed studies without full-text access and secondary studies such as
review articles.

— Phase 3. As established in the inclusion criteria, the title and abstract suggested that the study addressed
at least one research question. The exclusion criteria also eliminated duplicate studies.

— Phase 4. The inclusion criteria required that the study explicitly addressed at least one research question.

Reporting

Based on the inclusion and exclusion criteria described in the previous section, the following results were
obtained: IEEE Xplore provided 11 studies, the ACM Digital Library 16, Taylor & Francis one, Wiley Online
Library one, ScienceDirect seven, and SpringerLink three, resulting in a total of 39 studies. Subsequently,
the snowballing method (Wohlin, 2014) was applied with one backward iteration to each of the databases,
yielding 11 additional studies.

As a result of the search strategy and the selection process, a total of 50 relevant studies were identified.
The narrative synthesis was developed following the methodology proposed by Popay et al. (2006). The 50
relevant studies can be found in Appendix A.

The ACM Digital Library was the source that provided the most studies, accounting for 38% (19 studies),
followed by IEEE Xplore with 32% (16 studies) and ScienceDirect with 14% (seven studies). SpringerLink
accounted for 8% (four studies). Finally, PLOS ONE, Science Publication, Taylor & Francis, and Wiley
Online Library each provided one study.

In addition, we grouped the documents according to the year of publication, as shown in Figure 1. The
analysis revealed that the majority of the primary studies selected were published in 2021 and 2023, each
with eight studies, followed by 2024 with seven. The Figure presents the count of primary studies by year.
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The years with the fewest publications were 2014, 2015, and 2016. Since this systematic literature review
was limited to the first quarter of 2025, only one study from that year was available.

Figure 1. Number of studies per year
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Furthermore, we classified the articles according to publication type, as illustrated in Figure 2. The
distribution shows that 26 studies were published in journals, 22 in conference proceedings, and only two
in workshop publications.

Figure 2. Number of studies by publication type
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RESULTS

RQ1. Consistent with previous studies (Andrew et al., 2023), visual impairments are the most frequently
addressed disability in the literature on accessible authentication mechanisms. Our systematic analysis
confirms this trend, highlighting that most research primarily focuses on users with visual challenges, often
examining the barriers they face and the adaptations required for effective authentication.

Figure 3. Number of studies by type of disability
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Figure 3 shows the number of studies by type of disability. Visual impairment is the most relevant
disability, as it is addressed in 33 studies. Although visual impairments dominate the literature, a subset of
studies simultaneously consider multiple types of disability, most commonly combining visual and motor
impairments. These broader investigations provide a more comprehensive understanding of accessibility
challenges, emphasizing the need to design authentication mechanisms that accommodate diverse user
needs beyond the most studied disability.

RQ2. Several methodologies are reported in the literature, as shown in Figure 4. Following Patton
(2014), the studies employed approaches to evaluate the accessibility of authentication mechanisms, such
as interviews, focus groups, observation, surveys, document analysis, usability evaluations, and mixed
methods. Usability and user experience assessments are the most common, highlighting a focus on testing
mechanisms in real-world or simulated contexts and measuring practical effectiveness.

Although less frequent, document and content analyses provide valuable insights by involving expert
users, such as developers or accessibility specialists, in order to identify potential improvements. In
practice, usability studies are often combined with complementary methods—surveys, interviews, or
focus groups—, allowing researchers to capture both objective performance metrics and users’ needs,
expectations, and emotional barriers, resulting in a more comprehensive evaluation.

Revista Cientifica ® ISSN 0124-2253 o e-ISSN 2344-8350 ¢ Enero-Abril 2026 ¢ Bogotd-Colombia © N. 53(1) ¢ 24611 ® pp. 1-23
[7]



Accessible Authentication Mechanisms in Web and Mobile Systems for  People with Disabilities: A Systematic Literature Review

GonNzALez-Lopez, C., DE LA CRuz-MORENO, P. H., PEREZ-ARRIAGA, J. C. Y SANCHEZ-GARCIA, A. J.

Figure 4. Number of studies by type of accessibility evaluation
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RQ2.1. Several studies do not fully report their participants’” demographic information, such as total
number and the minimum, maximum, and mean age. As shown in Figure 5, the available data indicate that
all participants are adults over 18 years old, suggesting that accessible authentication mechanisms have not
been evaluated with children or adolescents. Most studies rely on small samples, typically 50 participants
or fewer, which may limit the representativeness of the results and the generalization of findings to a
broader population.

Figure 5. Age distribution of participants across the analyzed studies
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The age distribution shows a clear concentration of participants in middle adulthood (30-60 years),
followed by older adults, reflecting the target contexts of the evaluated systems, which are often financial
services, government processes, or workplace applications. Larger samples in some studies provide more
insight into patterns according to age and type of disability, but, overall, the evidence highlights a strong
focus on adult users and the need to include younger populations in future evaluations.

RQ3. From the analysis of the selected studies, we identified several limitations affecting the
implementation of accessible authentication mechanisms in web and mobile systems. These limitations
were thematically categorized into nine groups to better illustrate the main barriers reported across the
literature.

Figure 6. Thematic barriers by category in the implementation of accessible authentication mechanisms.
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It should be noted that the graphical data presented do not represent the number of studies addressing
each limitation, but rather the total number of limitations mentioned—a single study may describe multiple
limitations across different thematic categories.
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Figure 7. Number of functional limitations of users reported in the literature on accessible authentication
mechanisms
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The most frequent category corresponds to barriers related to users’ functional abilities (Figure 7).
These refer to difficulties associated with visual, auditory, motor, or cognitive impairments that can hinder
interaction with authentication systems. Visual impairments were the most frequently mentioned, followed
by auditory and motor limitations and, to a lesser extent, anatomical alterations affecting ocular function
rather than visual acuity or mobility.

Figure 8. Number of cognitive barriers reported in the literature on accessible authentication mechanisms
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The cognitive barriers shown in Figure 8 were also prominent, particularly those linked to memory load
and information processing. In some cases, these difficulties may not reflect a cognitive impairment per se,
but rather the high cognitive demand required by certain authentication processes such as remembering

complex passwords or multi-step sequences.

Figure 9. Number of psychological barriers reported in the literature on accessible authentication mechanisms
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Figure 10. Number of emotional barriers reported in the literature on accessible authentication mechanisms
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The psychological and emotional factors shown in Figures 9 and 10 constituted another major category,
encompassing emotional states such as the fear, frustration, anxiety, or insecurity experienced when using
authentication mechanisms. Following the International Classification of Functioning, Disability, and Health
(ICF), these limitations relate to the emotional and motivational dimensions of user interaction, which may
influence confidence, satisfaction, or the willingness to engage with specific authentication systems.

Figure 11. Number of barriers related to process complexity in the literature on accessible authentication
mechanisms
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Figure 12. Number of usability and design limitations reported in the literature on accessible authentication
mechanisms
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Process complexity, usability, and design issues also appeared recurrently in the reviewed literature
(Figures 11 and 12). The reported barriers included poorly structured interfaces, confusing workflows,
unclear messages, and processes requiring multiple steps or devices. Such characteristics can increase the
interaction effort and reduce the overall accessibility of authentication mechanisms.

Figure 13. Number of technical constraints reported in the literature on accessible authentication mechanisms
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As shown in Figure 13, technical barriers were also identified, such as incompatibility with assistive
technologies, dependence on specific platforms or connectivity, and failures in biometric recognition.
These issues highlight the need for interoperability and adaptive design to ensure accessibility across
diverse devices and assistive environments.

Learning and adoption challenges were mentioned in studies emphasizing the necessity of prior
experience or technical knowledge from users (n=9), as well as steep learning curves in mastering certain
authentication methods (n=5).
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Figure 14. Number of security barriers reported in the literature on accessible authentication mechanisms
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Finally, regarding security limitations, Figure 14 highlights that eavesdropping or observation
vulnerabilities are the most frequently cited barrier in the literature. This is followed by concerns regarding
personal information exposure and unsafe end-user behavior. In contrast, specific technical flaws such as
impersonation, low security, and replication vulnerabilities appear to be less prominent in current studies.

RQ4. The reviewed systems were classified into two groups: web and mobile (Figure 15). Mobile systems
are more prevalent, reflecting the widespread availability of sensors (cameras, fingerprint scanners, voice
recognition) and touch interfaces that facilitate adaptation for various disabilities. Users’ familiarity with
personal devices also makes mobile solutions more convenient and accessible. The classification follows
Grassi et al. (2017), which outlines the three-factor authentication framework (‘something you know’,
‘something you have’, and ‘something you are’). One study also incorporates a behavior-based factor,
analyzing usage patterns and gestures to support continuous authentication.

While most systems still rely on ‘something you know’ (passwords, PINs), there is a clear trend towards
combining this with ‘something you are” (biometrics). The inclusion of behavioral factors in even a single
study reflects emerging interest in continuous and adaptive authentication mechanisms, highlighting the
evolving strategies aimed at improving both security and accessibility for diverse user populations.

RQ5. To address this question, the primary studies were classified according to the most frequently
reported application domains. Banking and payment systems dominate the literature (Figure 16), likely
because online banking and ATM authentication pose significant barriers for users with disabilities. This has
motivated researchers to design solutions that often combine biometrics with multi-factor authentication in
order to enhance both accessibility and security.

In contrast, general domains are underrepresented, with very few studies addressing them. This gap
suggests that users with disabilities may encounter challenges when accessing authentication mechanisms
in sectors where security requirements are less regulated, highlighting the need for broader research
beyond highly regulated environments.
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Figure 15. Distribution of reviewed systems by platform type (left) and authentication factor (right)
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Figure 16. Distribution of studies by application domain
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DISCUSSION

Despite advances in the development of accessible authentication mechanisms, significant gaps and
challenges remain. The literature is heavily concentrated on visual impairments, with considerably less
attention given to auditory, cognitive, motor, or psychological disabilities. Usability and user experience
evaluations are the most common methods for assessing these mechanisms, often complemented by surveys
and interviews, thus enabling researchers to capture both interaction performance and users’ perceptions.
However, several limitations persist due to user functional capacities as well as design and usability issues,
which frequently stem from a lack of inclusive design rather than technological constraints.
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Mobile solutions dominate the research landscape, likely due to the availability of biometric
authentication and users’ familiarity with personal devices. While these approaches improve accessibility in
mobile contexts, there is a need for further investigation in web-based systems and underexplored domains.
Additionally, participant samples predominantly include adults, leaving out children and adolescents, who
may have distinct accessibility needs, underscoring the importance of expanding population diversity in
future studies.

Threats to validity

Several threats to validity were identified in this review. Construct validity may be affected by variations
in the definition of key concepts and disability types across studies, as well as differences in outcome
measures, which can compromise comparability. To mitigate this, the International Classification of
Functioning, Disability, and Health (ICF, 2001) was adopted, and search strategies were calibrated based
on observed terminology trends. Internal validity could be threatened by potential interpretation biases,
which were addressed through independent data extraction by two reviewers.

External validity is limited by small or non-representative samples, with participants predominantly
being adults. Children and adolescents are largely excluded, highlighting a gap in population diversity and
underscoring the urgent need for future studies to include younger populations. Additionally, older studies
may not reflect current authentication technologies. Therefore, this review focused on studies published
between 2014 and early 2025.

CONCLUSIONS

Visual impairments are the most frequently addressed type of disability, while cognitive, auditory, and
psychological disabilities require greater attention due to their unique challenges regarding secure
authentication. Accessibility evaluations primarily rely on usability testing, although mixed methods
incorporating user perspectives are recommended. The main limitations relate to users’ functional
capacities, inadequate system design, and the complexity of authentication processes. Passwords and
PINs (‘something you know’) remain the most studied mechanisms, but there is a growing trend towards
biometrics and behavior-based authentication, highlighting the potential for more secure and inclusive
solutions.

Financial systems dominate the research focus, whereas other domains such as government, mental
health, and inclusive workplace platforms remain underexplored. Overall, these findings emphasize the
need to design more inclusive authentication mechanisms, broaden participant populations in future
studies, and develop robust methods to evaluate accessibility in digital authentication systems.

Future research should also focus on children and adolescents, who are largely underrepresented in
current studies. As demonstrated in Csibi et al. (2021), these groups tend to be highly dependent on mobile
devices, a factor that should be considered when designing authentication systems for young users with
disabilities, allowing them to participate without feeling excluded.
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