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Covert communication of grayscale images within color images
Comunicacion encubierta de imagenes a escala de grises en imdgenes a color
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Abstract: This manuscript shows a proposal of covert communication of grays-
cale images into color images. The main parameter taken into account in the
design of the scheme is the transparency of the covert image; meaning that the
covert image should be highly similar (perceptually and statistically) to the ori-
ginal color image. Several tests were conducted in order to measure both the
transparency of the covert image and the quality of the recovered secret image

(i.e. gray image).
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Resumen: En este documento se presenta un esquema de comunicacién encu-
bierta de imdgenes en escala de grises ocultas en imagenes a color. El criterio
principal en el disefo del esquema es la transparencia de la imagen encubierta, lo
que significa que la imagen final (stego) es altamente similar a la imagen de color
original, tanto a nivel visual como a nivel estadistico. Se realizan pruebas para
medir la transparencia y la calidad de la imagen a escala de grises recuperada en

el receptor.

Palabras clave: comunicacién encubierta, imagen a color, imagen a escala de
grises, medicion de calidad, transparencia.
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1. Introduction

Because of the rapid increase of internet use,
amount of digital information published in web
sites or attached in emails has significantly
increased. People use this media to transmit
sensitive or not-sensitive information; some-
times data are posted in public sites, but in
other cases, data is sent to a dedicated final
user. In the last scenario, the transmitter (Al-
ice) sends the intended recipient (Bob) sen-
sitive data and she only wants him to be able
to access the secret information. However, a
non-authorized user (Eva) can intercept the
secret information and then the privacy goal
is not satisfied.

In order to preserve the privacy of informa-
tion, there are two options: the first is the use
of dedicated channels (i.e. secure channels) to
pass data; the second is to conceal the secret
information (i.e. sensitive data) before the
transmission process. In this paper, we ex-
plore the second option.

Images are one of the most popular digital
data and the amount of color images is high
enough on the Internet. Therefore, if Alice
wants to pass a (secret) grayscale image, she
may select a color image as the host of the
covert communication process.

Methods of concealing data into images are
classified in two groups: spatial domain [1-4]
and transform domain [5-7]. The latter could
have a little advantage in terms of the trans-
parency of the covert image; however, the
former is less expensive computationally.

In the traditional approach, a grayscale image
is hidden into another grayscale image. How-
ever, this condition has an important disad-
vantage, as hiding capacity is low. Since color
images have three bands (e.g. Red, Green and

Blue in the RGB model), the quantity of pixels
available to hide the secret content (grayscale
image) is three times greater than having a
grayscale image as the host image. For exam-
ple, in [8] the color image is transformed to the
YC,C, space color and then the wavelet coeffi-
cients of the chrominance component are ob-
tained. Then, the hiding process is carried out.

In this work, an adaptive search criterion is
used. The aim is to select the best band (Red,
Green or Red) to hide the secret grayscale
image. Therefore, selected pixels depend on
the histogram of both the secret image and
the host image. It means that if one chang-
es, it is expected that the selected pixels hide
data change as well.

2. The proposed scheme

In this section, the proposed scheme is ex-
plained. Firstly, the embedding module will be
shown, then the extraction module.

2.1 Proposed embedding module

The algorithm is shown in Figure 1. It has
the following blocks: separation of the bands,
search band criterion, pixel selection and
band composition. The inputs of the module
are the secret image and the host image; the
outputs are the stego image and the key.

Separation of the bands: since the host im-
age is represented in RGB format, three col-
or-bands (Red, Green, Blue) are obtained.

Search band criterion: the aim is to select the
band which is the most similar to the secret
image. Once the band has been selected, the
others are not changed.

Pixel selection: sequentially, every pixel of
the secret image is compared with each pix-
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el of the host image. When the first match is
found (with a range criterion) the position of
the pixel is marked. Then, the marked posi-
tion is filled out with the pixel value of the
secret image and the position is saved (key).
If a pixel of the secret message is not matched
with at least one pixel of the host image, then
a value of zero is saved in the key. The out-
puts of this block are the modified selected

Host Image

Separation of the bands

band and the key. Key has the following infor-
mation: size of the logo, name of the selected
band, and the marked positions (i.e. positions
of the host image that were changed with the
value of the pixels of the secret image).

In order to illustrate this step, the following
example is presented. Suppose that the se-
cret image and the host image are as Figure 2.

Red-band

| Greenband

| | Blue-band
Secret Image
e 1
()
Fixel selection
Stego Image |
| Modified
selected
~_| band

EBand compasition

Key
1010001
Figure 1. Flowchart of the embedding module. Source: own.
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Figure 2. Example of secret image (left) and host image (right). Source: own.
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The first pixel of the secret image is selected
to be concealed. A delta must be defined, and
suppose that for this case is +/- 5. Then, a
search process is carried out looking for pix-
els of the host image with values between 215
and 225. Nine pixels are found (Figure 3).

a0 205 |0 | 210 @

D,
OB DO

Figure 3. Matched pixels for the first va-
lue of the secret image. Source: own.

205 | M0

Although there are nine available places to
hide the pixel of the secret message, the first
match is selected. In this case, the place of
the seventh row and ninth column (i.e the key
keep the value 63) is selected and then the
new value is 220. The above procedure is car-

Stegeo Image

Key

Separation of bands

ried out for every pixel of the secret image.
At the end, if the histograms of the images
(logo and host) are similar, there is a match
between every pixel of the secret image with
one pixel of the host image.

Band composition: once the pixel search has
been finished, the next step consists of put-
ting the three-bands together again. Two of
them are unchanged, and the other (the se-
lected plane) contains the secret data. The
output of this step is the stego image. It has
the same size of the host image, and it is ex-
pected that the level of similarity between
them is high enough.

2.2 Proposed extraction module

The algorithm of this module is shown in Fig-
ure 4. It consists on separation of the bands
and recovering.

/" Selection (band) B
Red

Green

EBlue

name of the selected band

places of the selected pixels

size of the logo

&

Recovered
secret image

Recovering

e e

Figure 4. Flowchart of the embedding module. Source: own.
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Separation of the bands: since the stego
image is represented in RGB format, the
three bands are extracted.

Recovering: in this step, the key data are
used to select the band, the pixels of the
stego image which have the logo, and the
size of the recovered logo. Firstly, the band
which contains secret data is selected. Sec-
ondly, pixels of the selected band with info of
the logo are extracted. The output is a vector
with the selected pixels. Finally, with the size
of the original logo, the selected pixels are ar-
ranged in a matrix form. At the output of this
step, the recovered secret image is obtained.
In an ideal case, the recovered secret image
1s equal to the original secret image; never-
theless, if the histogram of the secret image
is not highly similar to the histogram of the
host image, the recovered secret image will
be similar, but not equal to the original. The
amount of missing pixels is equal to the total
number of zero in the key. In this case, the
pixel value is equal to the most probable pixel
of the histogram.

3. Results

Several tests were carried out in order to
illustrate the performance of the proposed
scheme. The aim is to evaluate the host,
stego, secret, and recovered images in
terms of quality and transparency. Qual-
ity metrics are obtained by means of the
comparison between secret and recovered
images, whereas transparency is evaluat-
ed between the host and stego images. In
both cases the selected metrics are: Mean
Square Error (MSE), PSNR (Peak signal-
to-noise ratio), and Normalized Correlation
Coefficient (NC).

Mean Square Error (MSE): it is the param-
eter that allows evaluating the difference

in the intensity levels of the original image
(Xmn) regarding stego image (Ymn), as fol-
lows:

S 1 M N 5
RMSE = M*N%:;(Xum _Yum) (1)

With MxN as the dimension of the images.
The ideal value of MSE is zero, meaning
that there is no difference in intensity lev-
els between the two images. The higher
the quality, the lower the value of MSE.

While MSE measures the cumulative
squared error, PSNR (Peak signal-to-noise
ratio), represents a measure of the peak er-
ror; PSNR express the ratio between the
maximum possible value (power) of a sig-
nal and the power of distorting noise that
affects the quality of its representation.
The index can be calculated as follows:

2
PSNR =10log,,| -2 @)
MSE

Where R is the maximum fluctuation in the
input image data type (e.g. 255 in 8-bit un-
signed integer data type). The higher the
PSNR, the better the quality of the mod-
ified image and the transparency of the
stego image.

Normalized Correlation Coefficient (NC)
allows estimating structural differences
between two images. It is defined by,

> > |, -x)y,, -7

NC(X, Y) — m_n (3)

SIS

m.n m.n

Where X denotes the original image, Y the
modified image, and MxN are the dimen-
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sions of the image. In evaluation, if the val-
ue of the NC is close to 1, it means that the
quality is high enough.

3.1 Quality & Transparency

To evaluate the proposed method, a gray-
scale logo with a size of 128x128 pixels was
selected (Figure 5) and twenty host imag-
es with several sizes were used. In every
case, six values were estimated: MSE,
PSNR and NC between the original logo
and the recovered logo; MSE, PSNR and
NC between the host image and the stego

.P A
&0

Figure 5. Logo of the trials. Source: own.

Figure 6 shows the results in terms of
MSE, PSNR and NC. According to the
results, transparency of the stego image
i1s high enough to not generate suspicion
about the existence of the secret message.
It is confirmed by the low value of the MSE
(under 1.25), high value of the PSNR (over
45 dB) and very high NC (~1).

In the case of the quality of the recovered
secret image, it was found that most of re-
sults (95% of confidence) have NC over
0.85. It means that the similarity between
the original logo and the recovered logo is
enough. In terms of MSE and PSNR, these
results are better than in the transparency
analysis.

3.2 Cases of study

In this section two cases will be shown: the
best (Fig. 7) and the worst case (Fig. 8) of
the twenty trials.

According to Figure 7, visual differences be-
tween the host image & the stego image and
between the logo & the recovered logo are
not noticeable to the naked eye. Looking at
the histograms of the bands corresponding to
these images, that similarity is corroborated.

1,20 -
0,90 -
0,60 -
0,30 -
ST
0,00
Logo & Recovered logo | Host image & Stego
image
MSE
60,00
55,00
50,00 +
45,00 +
40,00
Logo & Recovered logo | Host image & Stego
image
PSNR
1,00 _—
0,85 -
0,70 -
0,55 -
0,40
Logo & Recovered logo Host image & Stego
image
NC

Figure 6. Logo of the trials (up to down):
MSE, PSNR and NC. Source: own
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(b) Selected band histogram

(e} Stego image
(d) Stego band histogram

(1 Original logo histogram

( o R di (h) Recovered logo histogram
ecovered logo

Figure 7. Results for the best case. Source: own.
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(a) Host image
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Figure 8. Results for the worst case. Source: own.

Universidad Distrital Francisco José de Caldas - Technological Faculty



Covert communication of grayscale images within color images

On the other hand, according to Figure 8, in
the worst case, pixels of black levels are not
hidden because the histogram of the host im-
age does not have pixels of black levels.

4. Conclusions

Our proposal is a scheme of covert commu-
nication of grayscale images with high trans-
parency which can be used in steganography
systems. Transparency of the stego image is
guaranteed as the first requirement of the
concealment process; this is borne out by the
low dispersion of the results of NC between
the host image and the stego image.

An important characteristic of our proposal is
that the key is not pre-defined by the user; it is
created by the system and depends of the pair
of selected images (host and logo). The key is
not fixed; it is due to iterative search criteria.

On the other hand, quality of the recovered
logo depends on the similarity between the
histogram of the host image and the histo-
gram of the logo but not the total number of
pixels of the images (i.e the size). The higher
the similarity between them, the higher is the
quality of the recovered logo. It is desirable
that the dynamic range of the histograms be
very close.

As future work, the algorithm will be im-
proved, looking for a higher transparency, an
increase in the matching speed, and a method
of compensation by the unmatched pixels in
the host image.
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