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The use of the Internet has Reached a point in the world in Which it has become
essential in everyday life, the need to Have information at hand in the shortest
possible time has generated a technological revolution That incurs the constant
connection to this tool, from our Personal life to the same objects That we use in
daily life, creating a need to check what surrounds us to Improve our quality of
life, reason for the birth of the Internet of Things (IoT, for acronym in English),
as well as the convergence of our environment through the creation with
Technology of smart cities (Smart City in English). In view of the above, this
article addresses concepts about the future of smart cities in collaboration with
the Internet of things, the advantages and Disadvantages of these, their
comparison, reception, adaptability.

RESUMEN

El uso de Internet ha llegado a un punto en el mundo en el que se ha vuelto
esencial en la vida cotidiana, la necesidad de tener informacién a la mano en el
menor tiempo posible ha generado una revolucion tecnoldgica que incurre en la
conexién constante a Internet, creando la necesidad de verificar lo que nos rodea
para mejorar nuestra calidad de vida, razén por la cual nace Internet de las cosas
(IoT, por sus siglas en inglés), también como la convergencia de nuestro entorno
a través de la creacién con de ciudades inteligentes (Smart City en inglés). En
vista de lo anterior, este articulo aborda conceptos sobre el futuro de las ciudades
inteligentes en colaboracién con Internet de las Cosas, las ventajas y desventajas
de estas, su comparacion, recepcion, adaptabilidad.
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1. Introduction

The Internet boom was one of the catalysts to
condense the massive development of devices that allow
the constant connection with the environment and in
turn transmit the information to the user so that it can
gain control over the things around him, so as concepts
as the internet of things have achieved a significant
increase, reaching households in major cities improving
the environment entering the scene smart cities [1] [2].

The first part of this article will focus on the pair, the
internet of things and smart cities, with different
approaches to publicize the joint work that they have
achieved subtly with an indirect but profound
relationship, their advantages and disadvantages facing
the most important points of view of their use, have been
coupled watching all these features in everyday life,
both personal, family, and urban [3] [4].

The second part will focus on the impacts that has
achieved technological development and advancement
of interconnectivity and interoperability who have won
the objects with people through the internet at a social
level, from economic fields, grazing a little cultural. The
latter cover a major issue and the current academic
approach and the expansion of new professional
possibilities, not only technically but with a global
vision of the effect they can have those with expertise in
related areas of technology research, in today's world [5]

[6].

Finally, we show how these concepts are now
positioned globally through advancements in devices
that assist in project development.

2. Construction Features Interaction in the
Internet of Things and Smart Cities

To understand the convergence of ideals between the
Internet of things and smart cities is necessary to
display different views regarding their development and
implementation, why should an overview of the
minimum aspects that shape. To do this the most
important aspects and features that take a base of the
subject matter from these fields will be displayed [7] [8].

2.1. Advantages

The verification process is performed by a personal
and manually display, but with an interconnected
system failure immediately appear on screen, allowing
the most efficient repair monitoring your state to
proactively plan maintenance and minimize these

failures, and this one of its greatest benefits when
opting for these advances [4][9]. The internet of things,
has allowed the integration of people, objects, data and
processes, four fundamental pillars in the development
and evolution of our technological infrastructure
through interoperability and interconnection of various
fields in the world [10] [11].

Also, through its implementation is achieved savings
in time monitoring, managing and monitoring real-time;
data analysis is fast thanks to its ease of making correct
decisions avoiding innumerable failures that occur in
supervisions and personal efforts; allowing better
management of resources economically [12] [13].

In smart cities, by screening a larger infrastructure
with respect to monitoring and managing processes, see
I is reflected optimum performance and facilitate the
integration of processes in public administration,
generating common procedures that increase efficiency;
optimizing the allocation of resources and reducing
unnecessary  expenses; producing  performance
indicators that are useful to measure, compare and
improve public policy [14] [15], see Figure 1.

Figure 1. Technique for Interconnecting
Technologies.
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2.2, Disadvantages

The internet of things has a strong focus between the
interconnection of everything that surrounds people
through sensors and actuators, improving the quality of
life of citizens [16].

Security and privacy are a big problem with the
Internet of things, being one of the most questioned and
debated regarding its use and mass deployment issues.
All security risks become risk [17].
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2.3, Comparison

Convergence between the Internet of things and
smart cities is the Internet, being the network of
networks, which allows to interconnect all devices
achieving interoperability and better process
management

Another aspect that achieves this convergence is
handling sensors, allowing quantify each of the
measurable variables around us, but going on a
domestic scale, such as gas meters, or temperature at a
metropolitan scale, as you can be the measurement of
electricity consumption in electric lighting, motion
detection traffic [18]. Reason you should have a
minimum understanding of these technologies taking
into account its scope [19].

It is a smart city one that puts people at the center
of development, incorporating information and
communications technology (ICT for short) in urban
management, using these as tools to stimulate the
formation of an efficient government processes include
collaborative planning and citizen participation, and
being the Internet of things a concept that refers to the
digital networking of everyday devices to the Internet.
The relationship that these two regarding
interconnectivity through networks and the Internet
and the need for troubleshooting and improvement,
with different perspectives on the scale of operation and
a social approach that enables seamless operation from
a technical point of view, minimum and responsible
manner [20] [21].

2.4.  Planning and Development

The transformation of a city into a metropolis
intelligent involves active participation of governmental
and social actors. Today the big cities combine the best
of their planning systems technology information and
art communications that provide citizens with access to
multiple platforms across different devices, allowing
technological integration and approach to an
interconnection of each aspect of life, an approach the
massive internet things, smart cities [22] [23] [24]. In
this context, implementations of technologies aimed at
generating large volumes of data must be managed by
qualified personnel, which is why it is imperative to
empower institutions that manage these processes to
manage information effectively [25] [26].

Moreover, buildings are the building blocks from
which cities are made. Consume around 40% of all

global energy and an estimated further 50% of all that
consumption is not efficient. In the case of the US,
buildings consume reach 70% of all electricity, of which
50% 1s wasted, and in the same way squander 50% of
their water. Against this background it is reasonable to
apply this technology to improve management is one of
the most prominent areas of smart cities [27] [28] [29].

However, cities in Latin America and in Colombia,
where it has already been significant attempts have not
yet made the leap in masse. To do this, "Colombian
regulations, and in many Latin American countries
should encourage these technological changes in
administrations, since the resources freed by reducing
power consumption can be reinvested in complex social
projects to quantify [30] [31]. The key is to form a single
network. This process allows the automation of the
operation of the lighting to overcome the challenges of
traditional analog or lighting, as well as many other
processes can be improved and more efficient.

2.6, Security and data management

Each time, the cities are leading a greater number of
policing projects such as installing cameras at strategic
points of the metropolis that are activated in case of
emergency, reinforcing the security of the population, as
well as systems for measuring and improving mobility
the city by installing technology platforms that give
results in real time for decision-making [32] [33] [34].
Management data generated in an intelligent city
through thousands of connected sensors is huge and
confidential. Nobody came up with the security
requirement would be critical [35].

Figure 2. IoT System in Smart City [37].
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Now designers and developers, applications
programs such as electronic devices are more aware of
the situation and the security issue is beginning to be
addressed holistically in all components. But still they
appear applications with vulnerabilities and apparatus
whose communication protocol is not secure [36].

To solve these problems working on techniques for
automatic evaluation, if possible, problems are detected
and can be corrected in time, see Figure 2. They are also
improving detection techniques to incorporate dynamic
response mechanisms unknown events.

2.6. Adaptability and sustainability

Adaptability to discuss a pre-service concept of
intelligent cities, in this context necessary to refer to
services that have to do with governance in all matters
relating to transparency and participation in decision-
making; increasing educational programs on the proper
use of technologies are included, in order to boost its
ownership among communities through inclusive
systems. Later these initiatives evolve and become
regulations, regulations, laws and policies of
technological development within a legal framework
promoted a radical change in cities [38].

Among the most common uses include sites for
conducting surveys and polls, as well as social networks
that promote communication and association of
different stakeholders, creating an integration and
constant relationship with the technologies proposed
[39].

There are two types of approaches to a smart city.
One is from the city inward in the sense of how we can
gain efficiencies in network services of general interest.
And there is another, as is the case of Santander, seeing
it as an engine or a tool in strategic planning for change
[40]. to promote an integrated and sustainable
development, cities become more innovative,
competitive and attractive.

3. Current and future vision

Currently, the growth and acceptance of new
technologies has managed to become indispensable in
many aspects of everyday life, and imperceptible by the
massification of these in multiple business sectors,
government, and as open to the public environments
and elsewhere in which people spend most of their time
[41]. Tt is undeniable progress that has been achieved
through this technological development, which involves
responsible management of this technology [42].

3.1.  Technological Influence

More than half of the world population lives in cities
with the expectation that manages United Nations
notes that 70% of human beings will live in urban
centers by 2050. This body... "Warns that the increase
in the population of cities it can become a real problem,
unless it is able to maintain harmony among the spatial,
social and environmental aspects of localities and
among its inhabitants.” [43]

The influence of these consequences poses a
challenge. In turn, seeing new business opportunities
that are presented, large company’s information,
computer and electronics such leverage social situation
for a new consumer market. The term smart cities,
where technology plays an important factor sponsors
[44]. Infrastructure systems are changing due to
globalization and market demand a smarter approach
involving urban planning buildings, transport and
energy systems, to ensure the protection of persons and
property. According to Gartner it estimates that by
2020, there will be around 9,700 million objects
connected to meet the needs of the inhabitants of smart
cities [32].

Technology 1is merely a tool for prevention,
protection, coordination and control, which generates
information to make better decisions in the hands of a
competent team. Innovation is not just about electronic
devices but human talent behind and empowering the
authorities, and the commitment of citizens, because
otherwise they will result in huge investments without
specific impacts [45]

3.2, Socio-economic background

The focus of the ICT Forum for safe cities organized
by Publications week, was focused on World Bank
figures that said the rapid growth of the global
population means that by 2030 60% of the world's people
will live in urban areas. For this reason, accelerated
urbanization and migration processes that generate
major challenges around transport systems, utility
networks and existing emergencies, create the need to
improve security in cities through the wuse of
technological tools [46].

In recent years, local governments have invested in
systems to ensure safe cities more efficient social and
economic environments. "Build centralized command
centers facilitate processing and monitoring of events in
real time, which helps to prevent, manage and mitigate
its impact. Given that the territories have limited
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resources, technological tools become a key factor for
decision-making, thus optimizing resources and
generate greater sense of security to people, "said the
executive of Huawei [47]. It is in this way ICT sector
companies become strategic partners to develop projects
that require the support and infrastructure design
suitable for building smart cities [48].

3.8, Cultural Impact

Rapid and unplanned growth of cities in Latin
America has generated a number of challenges that
cannot be solved in a traditional way: insecurity,
vulnerability to climate change and natural disasters,
the increasing number of vehicles on urban roads the
increase 1in energy consumption, environmental
pollution, water and waste management, the need for
greater citizen participation and greater efficiency in
services among others [49].

Likewise, the development of safer cities generates a
greater sense of belonging to citizens and promotes the
competitiveness of cities. "To ensure the successful
implementation of safe cities is necessary to articulate
a vision and a mission, align governance structures,
define a funding model, develop ecosystems of interest
and integrating solutions into a communication strategy
and appropriation becomes all citizens protagonists of
the transformation "[50]

4. Current Advances

Implementation of the Internet of things has allowed
the interconnection and resource management 1is
classified as "smart". Term that was coined by the media
and marketing to sell innovative products that would
tell consumers understand the utility that these have in
everyday life for any area in which they are used.

4.1. Models implemented

Mobility is one of the key points to be addressed in a
smart city, because the conflicts that arise at the social,
environmental, and traffic, so the implementation of
electric vehicles in cities and other elements motor, and
respective positions of public and private charging, also
called eMobility, is a clear example Tesla cars, under the
command of Elon Musk [51].

Another important point to deal with smart cities are
smart interconnected networks, also called Smart
Grids, which have a circulation in both directions of data
between the service center or control center and the user

who inhabits city, where we already have they framed
the importance of massive data traffic that a smart city
can generate models are needed that these data are
regulated in the best way [52].

Intelligent buildings in a city, have to be ingenious
and more efficient energy. Buildings automation and
other electronics that are environmentally environment
and production systems with integrated energy, the
implemented model is known as Smart Building and the
surrounding environment every aspect of them manage.

Figure 3. Illustration of the fundamentals of an
intelligent city [53].
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Smart measurements in public services in consumer
spending enable better data spending for energy
example, see Figure 3, each user by means of counters
tele where readings remotely and in real time, which is
being implemented much in are made electrical services
and is booming to provide better services, also called
Smart Metering [54].

Smart sensors will have the function to summarize
each and every one of the information needed to make
the smarter city. They are essential to sustain
connectivity and information, and make each part
subsystem to perform its function [55].

Citizens and residents are undoubtedly the essential
part of a city, while without their active participation is
not possible to make these ideas, so models like the
Smart Citizen, achieve a stake in keeping the
technological advances of an intelligent city, improving
fundamental aspects of communication and
participation in decision-making [56].

Visién Electrénica Vol. 14 No. 2 (2020) ® July °® p.p. 185-195 * ISSN 1909-9746 ° ISSN-E 2248-4728 ® Bogota (Colombia)



190

R. A. GONZALEZ BUSTAMANTE, R. FERRO ESCOBAR, H. VACCA GONZALEZ

4.2.  Devices for the development of the Internet of
Things

Many of these devices are readily available and allow
anyone with minimal technical expertise in electronics
and design from scratch a project schedule, reason
which must be taken into account.

4.2.1. Arduino

Arduino is a prototype platform based on open source
easy to use hardware and software. Arduino boards are
able to read inputs - a light sensor, a finger on a button
or a Twitter message - and turn it into an output -
activating a motor, light a LED, publish something
online. You can tell your board what to do by sending a
set of instructions for the microcontroller on the board.
For this the Arduino programming language (based on
Wiring) and the Arduino software (IDE) based on
Processing is used, Figure 4.

Arduino software is released as open source tools,
available for extension by experienced programmers.
The language can be expanded through C ++ libraries,
and people wanting to understand the technical details
can make the leap from Arduino to the AVR C
programming language in which it is based. Similarly,
you can add AVR-C code directly into your Arduino
programs if you want (Arduino).

Figure 4. Arduino [57].
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422 Raspberry Pi

This device is a computer small plate, computer
single board or computer single board (SBC) whose price
is affordable for low cost, which is developed in the UK
by the Raspberry Pi Foundation, with the aim of
stimulating teaching of computer science. The
Raspberry Pi mostly used operating systems based on
the Linux kernel. Raspbian a Debian-derived
distribution that 1s optimized for Raspberry Pi
hardware, see Figure 5.

Figure 5. Plate Raspberry Pi [58].

4.2.3. Portable Wireless Router N

Laptop that is able to share a 3G / 4G mobile
connection, compatible with more than 120 USB
modems 3G/ 4G

LTE / HSPA + / UMTS / EVDO operating tested.
Design size for travel, small enough and able to
incorporate it into smaller sites such as the reading
system platforms, it allows 3G / 4G mobile connection
anywhere 3G / 4G coverage is available, has a wireless
speed up to 150Mbps, has other for different situations:
3G router / 4G, WISP client router and AP. Backup
Strategy recovery system 3G / 4G / WAN, the TL-
MR3020 data can provide a stable Internet connection.

4.2.4. Wi-Fi module ESP8266

This small module allows microcontrollers to connect
to a Wi-Fi network and perform simple TCP / IP
connections using Hayes commands type. However, at
that time there were almost no English documentation
on the chip and accepting commands, see Figure 6.

Figure 6. Wi-Fi module ESP8266 [59]

4.2.5. ACS720 current sensor

The current sensor ACS712 is an economical solution
to measure current, internally works with a Hall effect
sensor detects the magnetic field produced by the

Universidad Distrital Francisco José de Caldas — Facultad Tecnolégica
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induction current in the line being measured. The
sensor gives us output voltage proportional to the
current, depending on the application can use the
ACS712-05A, ACS712-20A or ACS712-30A to ranges of
5, 20 or 30 amps respectively, see Figure 7.

Figure 7. Current Sensor ACS720 [60].

4.2.6. Sound sensor LM393

It is a small sensor based on the LM393 and a
sensitive microphone, see Figure 8. For automation
projects and automation works perfect, you can control
lights, alarms, even a small sound follower robot

It has a potentiometer so you can set the volume
without problem. Its features are: 5V, 3-pin interface

(Arduino).

Figure 8. Sound sensor LM393 [60].

4.2.7. Air quality sensor M@-135

This module is capable of measuring air quality in

buildings / houses can detect the presence of: NH3, NOx,
alcohol, benzene, smoke, CO2, see Figure 9.

Figure 9. Air quality sensor MQ-135 [61].

4.2.8.  DHTI1 sensor (humidity and temperature)

This sensor is characterized by calibrated digital
signal which ensures high quality and reliability over
time, since it contains a microcontroller integrated 8
bits. It consists of two resistive sensors (NTC and
humidity). It has excellent quality and rapid response
measures. [t can measure moisture range between 20%
- approx. 95% and temperature between 0 ° C range -
50C.

5. Conclusions

The approach used in the paradigm of the Internet
of Things (IoT), has managed to change direction
following the technology until recently only, in which
the domain of personal systems to see very limited the
possibilities this would have on the future. However,
with the IoT it has been able to envision a future in
which both passive devices and active will be part of our
lives and in many cases so we will not be aware of it.

The IoT has been used with great potential in almost
every aspect of human development, from helping us in
our homes to complex systems of medical, police or
against natural disasters alert. Cities have not escaped
this potential, and that is how, in many parts of the
world, have been developed such systems fail to
contextualize the city allowing its people to meet and
make decisions firsthand aspect of everyday character
to a while ago could have no interaction as they were,
for example, traffic control, verification of
environmental parameters, alerts, display security and
countless other aspects, which thanks to technology are
managing to be part of life everyday people.

This project was based on the application of this
paradigm for monitoring the intensity of noise and air
quality in urban areas. Using this approach it was
possible to develop a device capable of collecting and
measuring these parameters, process and through a
web application to make available to the public with this
information in an updated and therefore with
immediate knowledge of aspects such as pollutants of
various types, auditory interference and others that
have been shown can affect health and generate low
productivity of people. Having knowledge of these
values will allow taking, for example, to avoid or
prepare decisions should address these various factors
of environmental pollution.

The different approaches of an intelligent city were
reviewed and developed a general tour for its definition,
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characteristics and architecture, seeking to understand
its operation and its interaction with the internet of
things.
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