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En este artículo se propone una arquitectura de software para el escaneo de puertos 
usando agentes móviles (AM), con el fin de facilitar el monitoreo de tráfico en la red o 
detectar vulnerabilidades de los puertos lógicos del sistema operativo. La arquitectura 
expuesta permite: ejecutar procesos residentes en cada una de las estaciones a ser 
monitoreadas; incluir mecanismos de comunicación que entregan un alto grado de 
autonomía a los AM e incluir mecanismos de planeación de rutas que eligen la ruta 
óptima para cada agente asignado en la ejecución de tareas en un host de la red. En 
consecuencia, se garantiza una alta disponibilidad de la información en ambientes 
distribuidos, así como una disminución del tráfico de red, lo cual permite informar a 
otros AM del sistema la probabilidad de ataque en un puerto determinado. En este caso, 
dada una red local compuesta por diez equipos de cómputo y AM sobre un servidor 
Tahití, la arquitectura es validada por medio del prototipo Scan Mobile UD 
desarrollado en Java haciendo uso de Aglets el cual arroja una probabilidad de 
vulnerabilidad del 16,43% para el escenario propuesto. 
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Keywords: 

This article proposes a software architecture for port scanning using mobile agents 
(AM), in order to facilitate the monitoring of  network traffic or detect vulnerabilities 
in the logical ports of  the operating system. The exposed architecture allows: to 
execute resident processes in each one of  the stations to be monitored; include 
communication mechanisms that provide a high degree of  autonomy to the AM; and 
include route planning mechanisms that choose the optimal route for each agent 
assigned to perform tasks on a network host. Consequently, a high availability of  
information in distributed environments is guaranteed, as well as a decrease in 
network traffic, which allows other AMs in the system to be informed of  the 
probability of  an attack on a given port. In this case, given a local network made up of  
ten computers and AM on a Tahiti server, the architecture is validated by means of  the 
Scan Mobile UD prototype - developed in Java using Aglets - which gives a 
vulnerability probability of  16, 43% for the proposed scenario. 
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Security measures in organizational information 
networks are part of  the processes that must be 
constantly reviewed in order to deal with computer 
attacks. In this sense, it is necessary to identify, prevent 
and protect access to the network by making the logical 
ports safe which act as a door for the entry and exit of  
data (including unauthorized data) that can affect 
security systems, as well as the computers and devices 
arranged on the network.

To mitigate to some extent, the problems described, it is 
proposed to investigate and evaluate an architecture 
that, assumed over AM supported by the advantages 
they offer, [2] as well as in multi-agent (PM) platforms 
[3], guarantees availability of  information in a 
distributed environment through the development of  
software solutions.

According to the above, one of  the problems that is still 
evident in the current architectures implemented in 
organizations for monitoring traffic or detecting 
vulnerabilities in their networks - specifically in the 
ports of  the operating system (logical ports) - is that the 
Applications continue to run, typically, on a client-
server architecture. If  by means of  a virus or some 
other technique the central application is violated and / 
or deactivated, the effect on the network is that it is 
completely unprotected.

1.   Introduction

On the other hand, scanning becomes tedious when it 
has to be done on a large number of  ports for different 
machines and there is no decentralized architecture that 
ensures that the details of  scanning on one machine are 
known by another station. This type of  solutions would 
lead to a high availability of  information in distributed 
environments in which, if  one party fails, another can 
take control and maintain its operation, or report the 
failure for its due analysis and solution.
Therefore, planning architectures that allow executing 
resident processes in each of  the stations to be 
monitored and subsequently col laboratively 
transporting this information through the network 
when a coordinator decides, guarantees to decrease 
network traffic, [1]. Obviously, this coordinator must 
implement the necessary mechanisms to guarantee that 
there will always be availability.

Now, as for the platform, it must offer, apart from the 
creation support, at least three basic services: mobility, 
location and communication as detailed in [9]. For this, 
it is important that mechanisms exist that allow agents 
to organize themselves to carry out their work 
collaboratively. Communication between agents is 
essential in such circumstances. The AM, then, will be 
able to form working groups that allow them to work in 
coordination with a common goal.

In short, a mobile agent system must be able to provide 
the runtime environment for AM. Among other 

On the other hand, mobile agent systems are mainly 
based on two components: the agent and the agent 
platform. Here, an agent consists of  code and the status 
information necessary to perform a task. The task is 
typically performed autonomously by the agent, 
perhaps with the cooperation of  other agents. Mobility 
allows the agent to migrate or jump between different 
platforms. A mobile agent can therefore be defined as a 
guest who temporarily visits several agent platforms, 
which support their activities, [8].

That is to say: AMs have the main ability to run on 
several machines without the need for their code to be 
located on them. As the name implies, its code is mobile, 
and they can be run -without connection working on the 
network even if  it is not working waiting for it to 
resume-. The main advantages identified in the use of  
AM lie in: the potential reduction of  global 
communication costs through the migration of  
computing units to data; the possibility of  distributing 
complex computations on different,  possibly 
heterogeneous, hosts; in addition to efficiency 
capabilities, adaptation to the client, reduction of  
network traffic, management of  large volumes of  
information and real-time communication, [7].

From the above perspective, conceptually AMs are 
assumed as a program that can move through a network 
under its own control, being able to navigate through 
the underlying network and perform various tasks, in 
each node, independently, [ 4]. Likewise, AMs are seen 
as programs that can be sent from a computer and 
delivered to a remote computer for execution, so that 

upon arrival they present their credentials and access 
local services and data, [5]. Now, for a methodological 
approach consistent with the problem, the AMs present 
certain attributes such as: autonomy, social ability, 
reactivity, proactivity, mobility, continuous operation 
and adaptability, as indicated in [6], not in practice the 
presence of  all these is mandatory.

On the other hand, Aglets-developed by the IBM Tokyo 
Research Laboratory, [10] - are Java objects that can 
move on the Internet from one host to another. In other 
words, an Aglet running on a host can suddenly stop the 
execution, or send it to a remote host and resume it 
there. When the Aglet moves, it brings with it its 
program code and its status (data), [11]; so an Aglet 
requires a Java host application: an Aglet host that runs 
on a computer before you can visit it, [12].
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2.  Methodology

3.Implementation of  the proposed Architecture 

Among the different platforms available to create, 
provide mobility and communication to AMs is the 
AGLETS framework, described in figure 1, which 
allows the development of  various agents. It has a 
workspace that runs on an IBM server called Tahiti and 
uses the ATP protocol to pass messages between agents. 
This framework is one of  the most used for the 
development of  applications based on mobile agents.

antecedents of  mobile agents that have been developed 
are: Telescript, Concordial, Ara, Jade, Semoa, Tacoma, 
Tracy, Ajanta, and of  course the Aglets.
Based on the concepts exposed, and their evolution, it 
can be concluded that a port scan is an inspection 
technique that tries to discover what services are being 
offered by a network or server. It consists of  making 
connections or attempts to connect to different ports 
(TCP or UDP) on the victim, hoping to get a response 
from one or more of  them and deduce which application 
or service is listening on a certain port, [13], [14].

Therefore, this article is structured as follows: in section 
two, the research and implementation methodology is 
established by describing each of  the mechanisms of  the 
architecture; in section three the architecture is verified 
but on a prototype; and in section four the architecture 
validation is carried out through the application of  the 
SCAN UD prototype for logical port scanning; then the 
results are established; finally, the conclusions are 
indicated.

In the given sense, the attack methodology is made up 
of  six stages, namely: recognition, scanning, 
enumeration, exploitation, access maintenance and 
trace elimination [15], organized in such a way that the 
success of  one guarantees a better scenario for the next 
stage, it is for this reason that it is extremely important 
to know all the tools, methods, and times available to 
perform each of  them. The second stage, scanning, has 
four main objectives: to find active hosts, open ports, 
versions of  applications and operating systems, and 
other vulnerabilities of  the network that you want to 
attack.
It is for this reason that, in order to enrich the process of  
protecting logical ports, the use of  mobile agent 
systems is proposed, since they are widely distributed 
and heterogeneous systems that allow agents to create, 
interpret, execute, transfer and terminate These 
systems involve two basic concepts: resource servers 
that can contain one or more agent systems and these in 
turn can contain one or more places, and agents that can 
be available in one or more places which have the 
capacity to move to access their resources, or contact 
other agents. The mobility of  the agents, that is, their 
ability to migrate from one site to another, establishes 
the main difference that this approach has with respect 
to other existing alternatives for the development of  
d i s t r i b u t e d  s y s t e m s ,  s u c h  a s  t h o s e  o f  
remoteprocedurecall (RPC) or remote evaluation, for 
example [7].

The architecture is presented using Kruchten's 4 + 1 
model [16], motivated by scenarios and developed 

iteratively. The implementation proposes four views: 
logic, development, processes and physics; and an 
additional view, called a stage, used to link to the others. 
The architecture validation is done by means of  the 
Scan Mobile UD prototype following the processes: 
visualization of  main interfaces; execution on a real 
network scenario; and evidence of  port scan results at 
workstations to show attack probabilities.

Figure 1. Description of  the Aglets framework. 
Source: own.

On the framework the architecture is implemented, 
figure 2, through the development of  several 
subsystems.

Figure 2. Proposed Architecture. Source: own.

Architecture for ports scan using mobile agents
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3.1.  Communication subsystem

Communication mechanisms are essential in any 
system, both mobile agents and agents in a multi-agent 
system, [17]. Among other things, the inclusion of  
these mechanisms in the architecture gives the system a 
high degree of  autonomy to the agents, [18]. This 
subsystem allows other agents in the system to be 
informed of  the probability of  attack in a given port, it 
supports the idea of  obtaining a working context for the 
Aglet, and that is, it defines the environment with which 
an agent relates to others. In short: if  one agent has the 
same context as another agent, the two agents can 
communicate in the same workplace, [19].

This subsystem allows a coordinating agent from a 
group of  port scanners to find their working agents and 
vice versa. The coordinator defines how an agent can be 
located on a remote machine in order to subsequently 
establish communication with these agents. Location 
mechanisms work well thanks to the development of  
standards such as FIPA, without which agents could not 
communicate, [21]. In the case of  current technologies 
to model these mechanisms, it is advisable to follow a 
standard based on KQML or another that meets high 
levels of  acceptance by the scientific community, [22], 
[23].

Figure 3. Description of  transfer in Aglet's context 
approach. Source: own.

3.2.   Location subsystem

As agents transfer from one system to another, as shown 
in figure 3, the agent sets the desired destination and 
makes a travel request. If  accepted, you receive 
authorization to make the transfer; for this the system 
suspends the execution of  the agent and identifies the 
status and the parts that will be sent, the conversion of  
the agent's code and status is performed (serialization) 
and is coded according to the selected protocol, the 

recipient system accredits the client, [20]. The 
decoding of  the agent is carried out and the conversion 
of  the agent's code and state -distribution-, the system 
creates the agent instance, restores its state, continues 
its execution and proceeds with the transfer.

Figure 4. Description of  the AgentDirectoryServices 
approach, used in the location subsystem. Source: own.

In figure 4 it can be seen that the location mechanism 
implements the functionality of  a service directory, 
used by the coordinating agent / Boss to locate with the 
scanning agents / employees services with which it 
wishes to interact and invoke. This directory obtains 
minimum data such as the AID (AgentIdentifier), 
network address, the target logical port, description of  
the place, which in turn contains the type of  transport 
(protocol); the Aglet Proxy (Legal Representative) 
makes the communication, [24]. Finally, the agents are 
searched by simple matching of  strings and attribute-
value pairs.

4 FIPA: Foundation for Intelligent Physical Agents Multi-agent Systems and Autonomous Systems, dedicated to establishing a common and generic 
framework for both agents and multi-agent systems.
5KQML: Knowledge Query and Manipulation Language. It is a message format and a manipulation protocol to interact with intelligent systems. It can be used 
as a language through which an application program interacts with an intelligent system or more intelligent systems share knowledge for problem solving. 
6 AID: Agent ID. Unique identification of  each agent. 
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This subsystem allows each agent to plan the route they 
must choose to reach a remote machine and 
subsequently perform the scan on that machine. 
Internally, these mechanisms invoke the location and 
communication subsystems with remote agents to find 
out if  there are already agents exercising the planned 
roles on the remote machine in order to make the best 
decision when sending agents and not incurring in 
sending agents to remote machines that run roles that 
are already running. It is important to note that the 
establishment of  a specific architecture for each of  the 
subsystems would greatly help in the best construction 
of  an agent-based system, [25]; however, as noted in 
other agent society documents, the level of  detail for the 
architectures depends on the size of  the system.
On the other hand, the trip planning subsystem is based 
on Aglets itineraries, which incorporate the necessary 
functionality to carry out a travel plan, in which when an 
agent is dispatched, an itinerary is associated with said 
agent so that the agent knows where you must travel to 
reach the desired destination, [26]. To implement the 
description in figure 5, preset itineraries are created in 
the network topology configuration that is installed to 
the scanner. For this, an XML file was developed in 
which the user can configure the possible routes that an 
agent can follow to get from one computer to another; 
for this, the help of  a network expert is required, 
because if  these routes are made with poor planning, 
there would be unwarranted delays when moving an 
agent from one place to another, [27].

3.3.  Trip planning subsystem

Activity allocation and management mechanisms are 
the key to the good performance of  an agent-based 
mobile system, [28]. Even the literature indicates that 
the correct assignment of  tasks, in the specific place and 
time, is the key to the good performance of  a mobile 
agent system. To do this, the AID is used in order to 
a s s i g n  a c t i v i t i e s  t o  a  s p e c i f i c  ag e n t .  T h e 
AgentDirectoryService locates and verifies the 
associated AID, which is synchronized with the 
AgentBoss or Coordinator, which orders the activities 
to be carried out by the scanning agent, as shown in 
figure 6.

3.4.  Activity allocation and management subsystem

Figure 5. Description of  the itinerary approach 
provided by Aglet used in the travel planning 

subsystem. Source: own

This subsystem allows a mobile agent, once it has 

arrived at the destination, to communicate with the 
other mobile agents that are already hosted on that 
machine and take a role that allows it to be useful in the 
process of  scanning ports on the established machine. 
At this point, agents may have to make decisions 
autonomously without the supervision of  the remote 
general coordinator.

Figure 6. Description of  the identifier approach 
provided by Aglets, used in the activity management 

and allocation subsystem. Source: own.

On some occasions, depending on the situations and the 
complexity of  the port scan, the intervention of  new 
agents that collaborate in the scan is required. On the 
other hand, creating many agents that do the same task 
overloads the system and redundancy problems arise 
that finally cause another series of  problems on the 
network. Therefore, there are two cases: one in which 
the local coordinator detects that it must send new 
agents to help scan the remote ports; and another in 
which the agent that is scanning the port is able to 
invoke the creation of  new agents to collaborate with 
said scan. In both, at the Aglet level, the Aglet Context 
is used, which provides the initialization and execution 
environment, in addition to the methods that an Aglet 
can invoke in its current context. It allows to create, 
recover and eliminate Aglets, among other processes, as 
shown in figure 7. In it, it can be seen that the only way 

3.5.   Agent creation and deletion subsystem

Architecture for ports scan using mobile agents
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7 8 Figure 8. AgletProxy class capabilities used in 
the agent creation and removal subsystem. Source: own.

On the other hand, it cannot be forgotten that to achieve 
the implementation of  the exposed capabilities, the 
Aglets platform uses the RMI functionalities [29] to 
allow communication between agents; use MASIF  for 
agent management; and implements the ACTP 
(AgentComunication Transfer Protocol  )  to 
communicate between the various agents. As a 
summary, figure 9 shows the component diagram of  the 
proposed architecture, [30].

 It is important to mention that the AgletProxy class is
 the one that allows the Aglet to communicate with the
 representatives of  the other Aglets; it also allows
 dispatching an agent to another context, cloning an
 agent, deleting it and allowing it to be returned to the
 place where it was before dispatching it. All these
 capabilities of  the AgletProxy class can be summarized

in figure 8

Figure 7. Use of  the AgletContext functionalities 
used in the agent creation and removal subsystem. 

Source: own.

4.   Evidence

Figure 9. Component diagram of  the proposed 
architecture. Source: own.

The architecture validation was performed through the 
application of  the SCAN UD prototype of  mobile 
agents which supports the logical port scanning 
functionality. For the practical case, a local network 
consisting of  ten computer equipment was defined as 
the execution scenario; as a mobile agent platform, a 
Tahiti server; a network administrator where the 
results interpreter is located together with the 

Agent creation and elimination mechanisms have 
commonly been developed at a low level with 
technologies such as CORBA and RMI [29]; however, 
new low-level mechanisms may be developed in the 
future to support the creation and removal of  software 
entities remotely in mobile environments.

to create a suitable instance of  an Aglet is within a 
context, access to which is obtained through its method 
getAgletContext, the Aglet is created, inserted into the 
current context, and invocation of  onCreation () is 
started followed by run (). The method returns an 
identifier (AgletProxy) for the new Aglet as soon as the 
Aglet constructor method ends.

 9 MASIF: Mobile Agent System Interoperability Facilities. It is a standard for mobile agent systems that has been adopted as OMG technology.

 7 CORBA: Common Object Request Broker Architecture. It enables the joint operation of  software components written in different computer languages and 
running on different systems.

 10 ACTP: Protocolo de transferencia de comunicación del agente proporciona a cada agente un Daemon HTTP.

 8 RMI: RemoteMethodInvocation. It is part of  the standard Java runtime environment and provides a simple mechanism for server communication in Java-
based distributed applications only.

10

9
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Figure 10. Deployment diagram of  the proposed architecture. Source: own.

Mechanisms 
implemented 

Features within the Scan Mobile UD prototype where the mechanism is 
applied  

Mechanisms for 
creating and removing 

agents  

It is applied when defining the range of  ports that the user wants to scan in figure 11 
or when he wants to do a general scan.  

Communication 
mechanisms  

When you request to start a scan, these mechanisms are activated.  

Location mechanisms  

They are activated when remote agents want to communicate with their coordinating 
agents or vice versa. These mechanisms are transparent to the end user, but they 
are also used when in the graphical interface of  figure 12, the results are totaled to 
be displayed in the JTable.  

Travel planning 
mechanisms  

They are transparent mechanisms to the end user, but are activated when the agents 
plan their transfer to the local machines where the specific scan is going to be 
performed.  

Activity allocation and 
management 
mechanisms  

They are transparent mechanisms to the end user, but are activated on local 
machines  

Mechanisms for 
creating and removing 

agents  

They are mechanisms transparent to the end user that are activated both on local 
machines and on the machines that coordinate the scanning process.  

 
Table 1. Relationship between the architectural mechanisms with the Scan Mobile 

UD graphical user interface. Source: own.

graphical user interface; and the rest acting as network 
nodes. In this context, the main objective is to perform a 
port scan on each host belonging to the network in 
order to show open logical doors that are linked to 
system vulnerabilities, this supported under the 
proposed architecture.
A screen in the user interface shows data such as: 
network IP, port, protocol, service currently running on 

the port and state-open or closed. The data obtained by 
the  tool  a l lows an e xplorat ion of  network 
vulnerabilities and calculates attack probabilities. For 
the implementation of  the Scan Mobile UD prototype, 
the deployment diagram of  figure 10 was taken into 
account, and the relationship between each of  the 
mechanisms explained in Table 1.

Architecture for ports scan using mobile agents
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Figure 11. Scan Mobile UD graphical interface 
to start the scan. Source: own

(1)

Figure 12. Scan Mobile UD results capture
 graphical interface. Source: own.

  

 

  

 

 

 

  

  
 

   

  
 

  

  

  

 

 

 

  

 

Table 2. Sample results. Source: own.

On the other hand, figure 11 shows the graphical 
interface that the user on the computer as a network 
administrator role perceives when they want to start a 
scan. It can be seen that a series of  parameters is 
required before starting the process. For the test 
scenario, the system is instructed to run on all the IP's in 
the network along with all the ports that can be scanned.

With the obtained results, the probability of  attack at 
the port level and at the general system level is 
calculated, applying the formulas (1) and (2) 
respectively, validated by the authors.

5.    Results and discussion

Figure 12 shows the capture of  results with the 
parameters of  figure 11 where it can be seen that the 
mobile agents report: port, IP, application or service 
running, type of  protocol and the status of  the port. In 
turn, the number of  agents employed in each scanned 
equipment is indicated.

Table 2, taken from the interface, shows a sample of  ten 
records as a consequence of  the scan carried out on the 
proposed network. A percentage of  probability of  
attack per TCP type port is calculated for each node 
present in the network, which increases if  it is in the 
open state. And a total percentage of  16.43% obtained 
from formula 2 indicating the risk of  attack by the entire 
network. This management is done with direct 
proportionality since each open port represents an 
alternative that an attacker has to compromise the 
network.

6.   Conclusions

When analyzing the results obtained for the case study, 
the objective is achieved since the Scan Mobile UD 
prototype developed on the proposed architecture 
demonstrated that it allows the scanning of  ports 
through the use of  mobile agents, obtaining as a final 
product the probability of  attack on the system through 
port scanning

In the prototype execution environment, as well as in 
the proposed scenario, the functionality of  the agents is 
checked by scanning the different services in the ports 
that are the object of  this study. In addition to providing 

This proposed architecture based on mobile agents for 
port scanning was validated by means of  a prototype 
developed in Java with the use of  the Aglets framework.
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It is important to note that all of  these results can be 
affected by the algorithm that mobile agents use to scan 
ports. Not only architecture is the key in this case, but 
also the way the communication mechanisms between 
agents are implemented. On the other hand, it is 
important to note that since the various mobile agent 
frameworks have their own questions that differentiate 
them from the others, it is possible that simply deciding 
to implement the model in another architecture 
positively or negatively affects the results shown in the 
present research.

In perspective, it is necessary to continue working on 
the generation of  algorithms for port scanning in order 
to be able to carry out a more complete debugging of  the 
proposed architecture, or other more sophisticated ones, 
with various scanning algorithms, for which the articles 
can be taken as background: And other applications [35-
38][15, 31-34].

As for the proposed case, the final result was a 
probability of  system vulnerability of  16.43%, a figure 
that reveals to the network administrator the current 
risk status by scanning the ports of  each of  the 
computers.

In summary, mobile agents are able to run on several 
machines without the need for their code to be found, 
thus allowing a flexible distributed computing 
architecture, making it easier to detect and monitor the 
network against vulnerabilities.
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